Cyber Threats against Generation Units

Production process not the main issue
- Robust components / no network
connections

- Information leakage facilitated by
- items like printers, video conference
equipment, USBs, etc
- but the vast majority are “phishing attacks”

- The risk of Cloud services should be
acknowledged vs. work efficiency

- We see slight decline in incidents
generally

About Measures

- Zone principle is robust

- We perform penetration tests regularly

- Security vetting is introduced more
broadly. Education also.

Comment
- We see a lack of harmonisation between
stations

Zone 4 — Main Office Area

Zone 3 — Engineering Computers

Zone 2 — Process Supervision

Zone 1 - Process I
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